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State of the Nation 
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What People do … 

3 1990 Château Poujeaux (France, Bordeaux, Médoc, Moulis en Médoc)  



What People see … 
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Sony admits massive PlayStation Network user data theft 

Sony has said it will be emailing around 70 million users of its 

PlayStation Network after confirming that customer data was 

stolen during an attack on its servers last week.  

 

Findings Reveal iPhone, Android, IPad Apps 

Intrude Personal Data 

Cases of personal data being transferred to third-

parties by applications in iPhone, Android, and 

iPad have alarmed users. 

The Wall Street Journal has found out that 

smartphone applications in iPhone and Android … 

Wolkige Versprechen: Datenpannen entzaubern die Cloud  

Leitartikel Das Loblied auf die Datenwolke, es erklingt in diesen 

Tagen deutlich leiser. Amazon, Apple und Sony haben der IT-

Branche ein neues Misstrauen eingebrockt. Nicht nur die 

Datenpannen selbst, vor allem der Umgang mit ihnen macht 

Kunden das Cloud-Computing madig. 



What People think … 

1. Individuals have become increasingly 

unwary when parting with personal data. 

2. People are more afraid of data misuse. 
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Data Security and Trust are Key  

1. Without trust, people will ask for restrictive 

regulation. 

2. Widespread cases of misuse will lead to 

more restrictive regulation. 
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Legal Framework and Pitfalls 
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Hypotheses 

 Lawyers will be unable to prevent the Cloud from becoming ubiquitous. 

 The legal framework will ultimately give users the right to decide/get to know 

where their data is located. 

  Users will have the right to pull data. 
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Examples 

1. EU Model clauses 

2. US Patriot Act 

3. Deletion of Cloud Data 
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Cross-Border Transfer of Personal Data – EU Model Clauses  
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§11 BDSG 

EU Model Clauses + 

clauses §11 BDSG 

Sub-contractor: 

EU Model Clauses 

Need to remain "in control" 

Written form 

Consent 

+ if outside EEA: acceptable level of protection 

or  safe harbour 

 



USA Patriot Act – Myth and Reality 

 Applies to all companies and individuals with a business 

relationship with the United States 

 Far-reaching rights of US authorities to access data in order to 

fight terrorism 

 Applies irrespective of restrictions under local law 

 But: no "data fishing", requires certain initial suspicion   
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Deletion of Cloud Data 

 "Control" requirement arguably gives users the right to have data 

deleted from the cloud 

 May be under a request from own customer, employee 

 Where is my data, anyway? 

 How far-reaching? 
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Other Topics 

 BYOD ("Bring your own Device") 

 Particularly sensitive data (medical) 

 Public authorities' use of cloud services 

 Migrating between Clouds 

 Service Levels 

 Audit rights? 
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